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This is revision 1 of the Confirmit Horizons Scan v2020.3.109 Installation Guide, published in March 2020. The
information herein describes Confirmit Horizons Scan installation procedures as of Build nr. 2020.3.109. New
features may be introduced into the product after this date. Go to www.confirmit.com or check “News” on the
Customer Extranet for the latest updates.

Copyright © 2020 by Confirmit. All Rights Reserved.

This document is intended only for registered Confirmit clients. No part of the contents of this document may be
reproduced or transmitted in any form or by any means without the written permission of Confirmit.

Confirmit makes no representations or warranties regarding the contents of this manual, and specifically
disclaims any implied warranties of merchantability or fitness for any particular purpose. The information in this
manual is subject to change without notice.

The companies, names and data used or described in the examples herein are fictitious.



What's New in this Revision?

Note: Only the latest changes to this documentation are listed here. Changes made to earlier revisions are listed in the
"Changes to the User Documentation" document which can be downloaded from the Confirmit Extranet.

The following changes have been made in revision 1 of the Confirmit Horizons Scan v2020.3.109 Installation Guide:

* No changes have been made. This is the first revision of the document.

Note: The general layout and language in this document is continually being corrected, adjusted and improved to ensure
the user has the best possible source of information. Only NEW information and details of functionality that has changed
since the previous issue are listed here - minor corrections to the text and document layout are not listed.
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New in Confirmit Scan 6: Microsoft Message Queuing
Technology

Confirmit Scan 6 introduces a new transport layer which provides reliable, efficient, secure, and asynchronous
communication between client applications and a server based on the Microsoft Message Queuing technology.

Message Queuing (MSMQ) technology enables applications running at different times to communicate across
heterogeneous networks and systems. Message Queuing provides guaranteed message delivery, efficient routing,
security, and priority-based messaging. It is used to implement solutions to both asynchronous and synchronous
scenarios requiring high performance.

MSMQ applies to: Windows 10, Windows 7, Windows 8, Windows 8.1, Windows Server 2008, Windows Server 2008
R2, Windows Server 2012, Windows Server 2012 R2, Windows Server 2016.

For backward compatibility, Confirmit Scan 6 can still use the legacy TCP/IP transport layer, see Switch Back To
Legacy TCP/IP Transport Layer on page 42.
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1.1 How it works

Machine A : Server :
| scanclient : :
/ : E
|'I|' : -

|kl'l. I E E
I\L Client 1 :
| :
I'I‘ E E
M, i -
' Client 2 :
Seheduler (-

|

i )
Machine B -

o ___,.-f’z _

/ Client 3
{ .
| :
\ -
II -
scanclient : :

—_— The client sends a message to the server queue

— The scheduler peeks a message from the server queue

_— = The scheduler runs asynchronocus process for each client
p  The server sends a response to the client queus

—_  » The client receives a response from the client queue

mg Message Queue

1.2 Install MSMQ on the Microsoft Windows Server 2016

(The same procedure can be applied to earlier Microsoft Windows Server systems).

1. Run Server Manager and select ‘Add Roles and features’ in Dashboard:
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Be senver Manager

- (2} | F' Manage

| |:| g rlj

WELCOME TD SERVER MAMNAGER

I Local S

B Al Serers i .
Configure this

B§ File and Storage Senvices B

QCal 5Erver

WHATS NEW
e S WE ML
Hide
LEAR MORE
ROLES AND SERVER GROUPS
e 1 | Senver grougs 1 Taaryr 18k 1
Sarvices

(@) manageabiliny (&) Manageability

In the Installation Type section, select ‘Role based or feature based installation’, then press ‘Next’:
= 0 x

2.

B Add Roles and Features Wizard

DESTINATION SERVER
CO-LON-SCANOS firmglobsl.com

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual

o anreu ol o doo b AN

machane, or on

® Role-based or feature-based installation
nfigure a singbe server by adding roles, role services, and features

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

Cancel |

[<Previous1‘ Next > nsta

3. Inthe Server Selection section, select a local server, then press ‘Next’:
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. Add Roles and Features Wizard - O *
. . DESTINATION SERVER
Select destination server CO-LON-SCANOS frmglobal com
Before You Begin Select a server or a virtual hard disk on which to install roles and features,
Installation Type ‘® Salect a server from the server pool
) 5l
Server Roles Server Pool
Features
Fifter:
Name IP Address Oyperating Systam

oft Windo erwer 2016 Standard

1 Computer(s) found

This page shows servers that are runndng Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in 5enver Manager. Dffline servers and
newly-added servers from which data collection is still incomplete are not shown,

|¢Preu1'4:ns|| Mext = | Instal Cancel

4. In the Features section, select ‘Message Queuing Server’ and ‘Directory Service Integration’ features, then
press ‘Install’:
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B Add Roles and Features Wizard - o x
£ e DESTINATION SERVER
Select features CO-LON-SCANOS firmglobal.com

Select one or more features to install on the selected server.

Features Description
L 1P AGUIESS IVISNagEmien il (IFAM ) SE1ver - Message Queuing Services provides
[ iSNS Server service guaranteed message delivery,
[ ] LPR Port Monitor efficient routing, security, and

| Management OData IIS Extension priority-based messaging between
; applications. Message Queuing also

accommodates message delivery
between applications that run on
different operating systems, use
dissimilar network infrastructures,
L Suppe are temporarily offline, or that are
[] Message Queuing Triggers running at different times,

] Mutticasting Support

[T] Routing Service

[[] Message Queuing DCOM Proxy
[C] Mukipath 1/O
| Multifoint Connector
[_] Network Load Balancing
| Peer Name Resolution Protocol

[] Quality Windows Audio Video Experience

Message Queuing (2 of 7 installed)
M essage Queuing Services (2 of 6 installed)
v Message Queuing Server (Installed)
+ Directory Service Integration (

1.3 Create the Message Queue on a server

(The same procedure can be applied to earlier Microsoft Windows Server systems).

1. Run Computer Management, expand the Services and Applications > Message Queuing tree, and select the
‘Public Queue’ item. In the central pane, right-click and select New > Public Queues
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& Computer Management - m] i
File Action View Help
o nmd=|

@& Computer Managernent (Local) Marme Humiber of Messages Mumber of bournal Messsges Actiang
W f[j; Systemn Toals
» (5 Task Scheduler There are no items to show in this vies.
% E Event Viewer Mare Actions ¥
gl Shared Folders
B Locsl Users and Groups

() Performance
..!- Dewice Manager Public Quewss Pl ¥
v % Storage

> ¥ Windows Senver Backup Rafresh
i Disk Mansgement Viewr 5
w 5,- Services and Applications
» [ Routing and Remeote Access Amange lopns H
 Serices Ling up loons

quration Manager Help

¢+ | Outgoing Queues
| Public Queues
| Private Queues
.| S}Ttﬂﬂl:ﬂ.ﬂﬂﬂ

Creates a new item in this container.

2. In the ‘New Object — Public Queue’ dialog, enter scanserver as the Queue Name, then press ‘OK’.

Important: the Transactional checkbox should be unchecked.

¥

File Action View Help
e nm c=|HE
& Computer Mansgemient (Local) Mame MNumber of Messages Hurnber of lownal Messages Actions
W f[j; System Toals
» () Task Scheduler Mew Ohbject - Public Cueue = [asactues &
, ] Event Viewsr Masre Actions b
¢ @il Shaved Folders e
B Locsl Users snd Groups v
() Performance
..!- Dewnice Manager
v % Storage
» i Windows Server Backup
&= Disk Management
w 5,- Services and Applecations

» [ Routing and Remate Access
L Seraces \

i W Control
L 50L Server Configuration Maj

w L Message Queuing
=] Outgoing Cweuss

| Public Gueues

| Private Queues

| System Quewes
| 0K I Carcsl

Createin:  codonscan(b

3. Anewly created scanserver queue should appear in the Public Queue list:
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% Computer Management - m] w
File Action View Help
o M b= En

E3 ;n-mpunf Management {Local) Hame Mumber of Messages Murmnber of Journal Messages Actions

w §l System Tools
> () Tk 2t Flscansenves | Public Queves &
s [ Event Viewsr Mare Actions ¥

+ @] Shared Folders
» M8 Locsl Users snd Growps
» %) Performance
-.4 Dewnce Manager
~ [B5 Storage
1- u Windowes Server Backup
W= Dk Management
w [y Services and Applications
» % Pouting and Remote Access
Lk Services
i WMl Control
» |5 SOL Server Configuration Manager
w f Message Queusng
» [ Outgoang Chuewes
+ | Public Quewses
" Private Cuewses
3 | Systemn Queues

4. Select the scanserver queue, right-mouse click, select Properties > Security and check that the Everyone user
has all required permissions:

File Actiom View Help
e AmXEGd s A=
- . scarsener Froperties ? e
t Computer Management [Local mal || Acthomns
w | Systemn Tools General  Secusy
5 () Task Scheduler . “.
» @l Event Viewer s ; More Actions k
» | Shared Folders _ L g
» @8 Local Users and Groups e |
» @I Performance '“SELF More Actions L]
A Deace Manages i e Lsere
- BL SYSTEM
v 3 Storage | BR NETWORK SERVICE d
3 E ‘Windows Senver Backup . . .
&= Disk Managernent Add.. Remave
w iy Services and Applications |'5 h
% E]Ih:uting and Remote A¢ P for & — Derry
G Services Ful Conrel ) O =
& WMI Control Delete 0
¥ t" 5QL Server Configuratic Recee Message D
w @ Message Queuing Pesic Massage 0
v ] Outgeing Queues Aecerve Joumal Message g w
© | Public Queuss For specisl permissons or advanced ssitings, dick
2 Prrvate Quewss Advanced. S
» [ System Queues
[0k ] comee | ey
< » | € ¥
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1.4 Install MSMQ on the Client PC (Windows 10)

(The same procedure can be applied to earlier Microsoft Windows systems).

1. In Control Panel, run Programs and Features, then select ‘“Turn Windows features on or off. In the Windows
Features list, select ‘MSMQ Active Directory Domain Services Integration’, then press OK:

B v 1 (: » Control Panel > All Control Panel tems > Programs and Features v O o3 ) ture o

Control Panel Home B Windows Features - m| X
View installed updates

Turn Windows features on or off O Repair

9 furn Wigdows features on or
To tum a feature on, select its check box. To turn a feature off, clear I1s check

o box. A filled box means that only part of the feature is turned on > 0
Instali 3 prix from the
network N ] Internet iInformation Services Hostable Web Core -~ Installed On  ~
{ ®]" Legacy Components yation 13052019
d 3V Mediafeglues yation 23102019

Microsoft Message Queue (MSMQ) Server yation 24042019

(W) © Microsoft Message Queue (MSMQ) Server Core Yation 13052019

MSMQ Active Directory Domain Services Fation 13.05.2019

r[t :2:::2 ’;”'g;':“’"“" ration 06052019

l_: Mukticasting Support yation 06052019

10 MSMQ DCOM Proxy gation 05.05.2019

&1 Microsoft Print to PDFf jation 06.05.2019

] Microsoft XPS Document Writer fation 13052019

2 [] MultiPoint Connector « Tation 19.07.2019

= ration 13052019
Cancel | fation 13052019,

< 1 >

Currently installed progra... Tomal sze: 139G8

o]

1.5 Create the Message Queue on a Client

(The same procedure can be applied to earlier Microsoft Windows systems).

1. Run Computer Management, expand the Services and Applications > Message Queuing tree, and select the
‘Public Queue’ item. In the central pane, right-mouse click and select New > Public Queues. In the ‘New
Object — Public Queue’ dialog, enter scansclient as the Queue Name, then press ‘OK'.

Important: the Transactional checkbox should be unchecked.
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¥

File Acticn View Help

oo H M &= HE

. cr”‘h’“" Managernent (Local) Marve MHumber of Messages  Mumnber of lournal Messages Actions

w I Sysbemn Tools
() Task Scheduler There are no items to show in this view. Public Cueues ~
ul Buenk Viaver || Waore Actions 1]
g Shared Folders New Object - Public Cueee x

* Local Users and Groups

() Performance <
M Device Manager Creste v coknacan(é

~ B2 Storage

e Windows Server Backup
== Duk Managerment (m s

w [y Services and Applicstions

EJ Routing and Rermote Access \l\———_//

< Services T

& WMl Control
| 50U Server Configuration Manager \

w | Message Queuing
_ Quitgoing Cheewes
' Public Queues
3 Private Cusues
| Systemn Quewes

ok | coes |
I

2. Select the scanclient queue, right-mouse click, select Properties > Security and check that the Everyone user
has all required permissions:

-10-
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& Comauter Manags
File Action View Help

o amXE0c = Hm

& Computer Management (Local | harme Murriber of Messages  Murnber of Journal || Actions.
”%hmﬂ B scanciient o ¢ | PublicOueves 4
- uler
s [B] Event Viewer seanclient Proparties ? b Mare Actions 4
» gl Shared Folders
@8 Local Users and Groups| | | Genssal| Secusty e T
. gl‘eﬂnrmnﬂ Mare Actions L]
& Device Manager
e E Storage
» W Windows Server Backup BB cELF
£ Disk Management BE tusherticated Lsers
w [ Services snd Applcations SR 5YSTEM
> @ Routing and Remote Ac SR NETWORK SERVICE il
4 Services A ]
& WM Contral e ‘
> | SQL server Configuratic Parmissions for Everyone /ﬁb} Derry
w @ Message Queauing
Full Contral -
» ] Outgong Queues — E E
w | Publc Cueues R \ = 0
» 7 scanclient
Peek Message & O
¥ || Proeate Cuewes
Recsne Joumal
@ SysiemQ Meszage % O .
For spacial permissors of advanced settings dd-cu Advanced

—-11 -
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2 Server Database Installation
2.1 Create SQL Database

Use MS SQL Server Management Studio to create a database:

‘.; ‘.‘.:1:‘,"! "»-;. jf' or '.1." ::)"7'?'” r'! Jne
File Edt \View Debug Took Window Help
B0 Qe ANty AZIIZ[D

8
Object Explorer B New Database = I %
Connect~ ¥ *§ ¢ N Selectapage Os v © Hoo
B8 locathost\ SQLEXPRESS (SQU & Geowdl
Datab # Octons
e F Flogroups Database name {SCANGDE
Systern Databases l
Database Snapshots Owner cetat
Security
Server Obgects
Replication Dat fies
PolyBase ~ - -
M ‘ Logcal Name Fie Type Fegowp ntial See (MB)  Autogrowth / Maxsize
3 Aanagement 3 A e
@ (:"39 il SCANGDS ROWS Data PRIMARY 8 By 54 M8, Unfmted
O vent Profiler |
SCANED8 Jog LOG Not Applcatle 8 By 54 MB, Unimted

Connecbon

Server
ocahost\SOLEXPRESS

Correction
FIRM alaenys

2.2 Set Server Roles

Set the sysadmin Server Role for NT AUTHORITY\SYSTEM service.

- 12 -
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I__-; Microsoft SOL Server Management Studio
Filg  Edit View Project Tools Window  Help
Cro B0 -t Hd Brwaey BSSRR LA [7-C- B - Rs

¥ Exacute W of = B | B &) R

Obiject Explorer = & = B N Login Propertes - NT AUTHORITASYSTEM
Connect~ § *§ = T & -
i CO-MSK-WS221\S0LEXPRESS (504 Server 130510
Databasss
+ W System Databases # Sapwrables
+ Database Snapshots ¥ Sthis
+ i@ Scanb
H W Security
= W Loging
i ##M5_PolicyEventProcessingLogind s
B ##MS_PolicyTsglExecutionbogirss
o BUILTIMYUsers
& FIRMalexeys
& NT AUTHORITYASYSTEM
& MNT Senice\MS50LS50LE 55
& WT SERVICE\SCLTELEMETRY EXPRESS

& WY SERVICENSOLWriter

T Script + ) Help

Sarier role s usad b Qrant servar-wica sacurity privikeges 10 8 user.

& WT SERVICEWinmgmt o
i 52 5
ETVET.
B Server Roles CO-MSK-WS221\S0LEXPRESS
£ ® Credentials R
. il
H Audits o FIFTabueys
£ W Serder Audit Specifications -
Server Dbjects W View connestion proparion

—-13-
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3 Server Data Source Setup
3.1 Select SQL driver

Open Administrative Tools. Please note that a 32-bit version of ODBC Data Sources should be used.

re

Shortcut Tools

View Manage

Application Tools

Manage

Control Panel > All Control Panel Items > Administrative Tools

~

Name

% Component Services

¥ Computer Management

%% Defragment and Optimize
#* Disk Cleanup

)L Event Viewer

% 1SCSI Initiator

A Local Security Policy

7w ODBC Data Sources (32-bit}
7w ODBC Data Sources (64-bit)
4 performance Monitor

‘,’n Print Management

#® Resource Monitor

s Services

R System Configuration

) | System Information

p!“ Task Scheduler

¥ Windows Firewall with Adva

& Windows Memory Diagnostie.

r

v O

Search

Administrative Tools

User DSN  System DSN Fie DSN Drivers Tracing Connection Pooling  About

User Data Sources

Create New Data Source

)

Select a dnver for which you want to set up a data source

Name

Microsoft Paradox Driver (".db )
Microsoft Paradox-Treber (".db )
Microsoft Text Driver ("d: * csv)
Microsoft Text-Treiber (" t¢; " csv)
ODBC Daver 13for SQL Server
SQL Server

Native Chert 110

SQL Server

o e

Version A

10.00.14353.00
10.00.14393.00
10.00.14333.00
10.00.14353.00
2017.140.1000.1
10.00.143593.00
2011.11065400

>

3.2 Create New Data Source

1.

Choose (or create a new) Data Source that you will use to connect to SQL Server

—14 -
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; ODBC Data Source Administrator (32-bit 2 ‘
User DSN  System DSN File DSN Drivers Tracing Connection Pooling  About l
Create a New Data Source to SQL Server X
This wizard will help you create an ODBC data source that you can use to connect to
p SQL Server.
<&, What name do you want to use to refer to the data source?
SOL Server 21z
Name: |SCAN6DB ]
How do you want to describe the data source?
Description: | Confirmit SCANG Server Database| |
_f Which SGL Server do you want to connect to?
Server: [locahhost\SQLEXPRESS v]

[[Fsh | Net> | Cacel | | Hep |

2. Configure the authentication parameters.

—-15—
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& ODBC Data Source Administrator (32-bit

User DSN  System DSM File DSN Drivers Tracing Connection Pooling About

Create a New Data Source to SOL Server ot

How should SQL Server verfy the authenticity of the login 107

ﬁk ver 1 (®) With Integrated Windows authertication.
SPN (Optional): | |

Dmmmemammwmﬂmmu
user,

Login 1D: slesoeys

P

cBuchhhthIEmod Help

3. Configure the Data Source options using the Step 1 interface.

- 16—
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User DSN  System DSN  File DSN  Drivers Tracing Connection Pocling  About

Create a New Data Source to SOL Server >

[[] Change the default database to:

P (Defauk)

.,
ﬁwiﬂu Mimor server:
SPN for mimor server (Optional):

[] Attach database fiename:

la

[4] Uise ANSI quoted identifiers.
4] Use ANSI nulls, paddings and wamings.
Application intert:
| READWRITE W
(] Mutti-subnet failover.

T e R

4. Configure the Data Source options using the Step 2 interface.

—-17 -
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; ODBC Data Source Administrator (32-bit)

User DSN  System DSN File DSN  Drivers Tracing Connection Pooling  About

Create a New Data Source to SQL Server X

? [[] Change the language of SQL Sarver system messages to:

O Server Ol
[[] Use strong encryption for data
[ Padform transiation for character data
[[] Use regional settings when outputting cumency. numbers, dates and times.
[ Save long running queries to the log file:

C:\Usens'\alexeys\AppData'\Local\ Temp \QUERY LC  Bowe
Long query time {milliseconds): 30000

(] Log ODEC driver statistics to the log file:

C\Users\alereys \ppDsta\Locai\ Temp\STATS L0 [ SR

i

| <Back [ _Fmsh |  Cancel | Hep

5. Test the connection.

—-18-
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IHZ‘S ata Source Administrator (32-bit) 4
User DSN  System DSM File DSN Drivers Tracing Connection Pocling  About
Create a Newl oDBC Microsoft SQL Server Setup P
: Anew ODBC data source will be craated with the following corfiguration:

2 Microsoft SQL Server Mative Client Version 11.00.6540 ~ [ L

SOL Server

Data Source Name: SCANGDB
Data Source Description: Corfirmit SCANE Sarver Database
Server: localhost\SQLEXPRESS
Use integrated Securty: Yes Bne
Database: (Default) '
Language: (Default)
Data Encryption

Test Data Source... | ok | Cancel |LT

6. Press OK consequently to close the information dialog windows and to finish the setup.

—-19-
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; ODBC Data Source Administrator (32-bit

User DSN  System DSN Fle DSN Drvers Tracing Connection Pooling  About

o

Create a New

&

SOL server|

SQL Server ODBC Data Source Test

Test Results
Microsoft SQL Server Native Clent Version 11.00.6540

uneat:g:ﬁmw

TESTS COMPLETED SUCCESSFULLY!

La

111

—-20-—
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4 Confirmit Scan 6 Server Installation

Installs Confirmit Scan 6 software on the server machine, sets up the database, registers and runs Confirmit Scan 6
Service.

4.1 Scan 6 Server Installation
1. On the server machine, open the installation folder.

s

Mame Date modified Type Size

E‘ sCanbserver.msi 22.01.2020 1605 Windows Installer Package TO24 KB

2. Double-click scan6server.msi (you need Administrator privileges to perform this action).

9 Confirmit Scan Server Setup — X

Welcome to the Confirmit Scan Server
| Setup Wizard

> \E_"‘wl- The Setup Wizard will install Confirmit Scan Server version
,u‘ 6.0.1.1406 on your computer. Click Mext to continue or
< Cancel to exit the Setup Wizard.
B o
<5
v L
o N
. < W
>\ S
. ’

Back MNext Cancel

—-21 -
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3. Accept the License Agreement and press Next.

[ﬂ Confirmit Scan Server Setup - X

End-User License Agreement ‘
.,

Please read the following license agreement carefully

CONFIRMIT SCAN LICENCE AGREEMENT A

This Licence Agreement is a legal agreement between you (either an
individual or a single entity) and Confirmit Ltd. for the Confirmit Ltd. software
product identified above, which includes computer software and associated
media and printed matenals, and may include online or electronic
documentation and any software updates (SOFTWARE PRODUCT or
SOFTWARE). By installing, copying, or otherwise using the SOFTWARE
PRODUCT, you agree to be bound by the terms of this Licence Agreement.
If you do not agree to the terms of this Licence Agreement, promptly return
the unused SOFTWARE PRODUCT for a full refund.

SNFTWARE PRONIICT 1 ICENCE Y
1 accept the terms in the License Agreement
Print Back | Next Cancel

4. ltis not recommended to change the Destination Folder. Press Next to proceed.

—22 -
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@ Confirmit Scan Server Setup - X
Destination Folder ‘
Click Next to install to the default folder or click Change to choose another. .

Install Confirmit Scan Server to:

C:\BYScan),

Change...

- canel

5. Start the installation (you need the Administrator privileges to perform this action).

—-23-



Confirmit Horizons v2020 Scan Installation Guide Confirmit Confidential

& Confirmit Scan Server Setup — X

Ready to install Confirmit Scan Server ’

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back oy install Cancel

6. Inthe Select Data Source dialog, select the Machine Data Source tab and the data source you created earlier
on this server machine (see Server Data Source Setup on page 14 section).

—24 —
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'i- Confirmit Scan Server
File Edit View Windoy Select Data Source X
Iy i
& & File Data Sourde  Machine Data Source | )
W co-msk-ws221: Se | - !
co-msk-ws221: Server inikal E:ltadﬁeu:ume R ' ;TP:!m Description :
Loading setings. (14:51:48) m S:ﬁte
Allocating intemal structure Py 51‘”‘ m
Initializing ODBC. (14:51:48) o SFE'“
can ystem
Scanbc System

A Machine Data Source is specific to this machine, and cannot be shared. "User” data
sources are spacific to a user on this machine. “System” data sources can be used by
all users on this machine, or by a system-wide service.

0K | Cancel Help

7. Press Finish to close the Setup Wizard.
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{g Confirmit Scan Server Setup

s

Completed the Confirmit Scan Server
Setup Wizard

Click the Finish button to exit the Setup Wizard.

b
——
8. As a final step of the procedure, please check that Confirmit Scan Service is running.
& Services = a X
Flle Action Vew Help
9 middcds BEm »eun
., Services fLocal) —‘ Name Description Status Statup Type  LlogOnAs 4!

£}, Celluter Time This service sets time based on NIT. Manual (Tngg-  Local Service
& Centificate Propagation Copies user oertificates and root cer.  Rumning  Automatic (Tri.  Local System
& Client License Service {ClipSVC) Provides infrastructure support for . Running  Manual (Tngg..  Local System
&) Clipboard User Service_1fbfcl This user service is used for Clipboa.  Running  Manual Local System
{25 CNG Key lsolation The ONG key isolation service isho.  Running  Manuad (Tngg..  Local System

| & COM+ Event System Supports System Event Notification.  Running  Automatic Local Service
& coMe Systern Application Manages the configuration and tra.. Manusl Local System
G Configgr Task Sequence Agent ConfigMigr duent agent for task seq.. Manual Local System
Q Configuration Manager Remate Control Prowides the abdity to remote contr-. Running  Automatic (De.  Local System
& Connected Devices Patform Senvice This service is used for Connected . Rumning  Automatic (De..  Lozal Service
&) Connected Devices Platform User Service_—  This user service is used for Connec. Running  Automatic Local System

| &) Connected User Experiences and Telemetry  The Connected User Experiences an.  Running  Automatic Local System
&) ConsentUX_1fbfc8 Allows ConnectUX and PC Settings .. Manual Local System
() Contact Dota_1fbéc3 Indexes contact data for fast contac.  Running  Manual Local System
QCoveMessogmg Manages communication between . Running  Automatic Local Service
&), Credential Manager Prowides secure storage and retnev..  Running  Manual Local System

| &), CredentialEnrolimentManagerUserSvc_tfb_  Credential Enroliment Manager Maruat Local System
& Cryptographic Services Provides three management senice.  Running  Automatic Network Service
& Data Shanng Service Prowides data beokenng between . Running  Manual (Tngg..  Local System -
Jrim—_— " . . - 5

\ Extended ), Standard /
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5 Confirmit Scan 6 Client

Creates links to the client applications for the current user, installs and updates local INI files, creates the Program
Menu shortcuts. No Administrator privileges required.

5.1 Pre-Install Requirements

The Confirmit Scan 6 Server Setup copies the Client Installer on the server machine during its installation procedure.
In order to install the Client software on your local PC the following requirements must be met:

1. Either the Confirmit Scan 6 Server root folder or \BVScan folder (i. e. server’s '\’ or \BVScan’) must be
mapped to some drive letter (S:, for example) on your client PC.

2. You must have a full access permission (read/write/execute) to the BVScan folder and all its subfolders on the
server machine.

5.2 Confirmit Scan 6 Client Installation

1. On the client machine open the Confirmit Scan 6 Server root folder (mapped as S: in our example).

(S:) > BVScan ¢

N ITe

BACKUP
bin
Client
DATA
FORMS
ini

RE40
REGO
REPORTS

sample

%] rmsp.vbs

2. Run the InstallClient.bat file. (No Administrator privileges required).

— 28 —



Confirmit Confidential Confirmit Horizons v2020 Scan Installation Guide

75 Confirmit Scan Client Setup - X

Welcome to the Confirmit Scan Client
Setup Wizard

e The Setup Wizard will install Confirmit Scan Client version
par ¥ 6.0.0.0 on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

I:]‘ :- ..,‘O“‘ ‘
s -,

3. Accept the License Agreement and press Next.
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#9 Confirmit Scan Client Setup = X

End-User License Agreement ‘
-

Please read the following license agreement carefully

CONFIRMIT SCAN LICENCE AGREEMENT A

This Licence Agreement is a legal agreement between you (either an
individual or a single entity) and Confirmit Ltd. for the Confirmit Ltd. software
product identified above, which includes computer software and associated
media and printed materials, and may include online or electronic
documentation and any software updates (SOFTWARE PRODUCT or
SOFTWARE). By installing, copying, or otherwise using the SOFTWARE
PRODUCT, you agree to be bound by the terms of this Licence Agreement.
if you do not agree to the terms of this Licence Agreement, promptly return
the unused SOFTWARE PRODUCT for a full refund.

SOFTWARFE PRNANIICT | ICENCE et
I accept the terms in the License Agreement
Print Back Next Cancel |

4. ltis not recommended to change the Destination Folder. Press Next.
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& Confirmit Scan Client Setup - X
Destination Folder ‘
Click Next to install to the default folder or dick Change to choose another. —

Install Confirmit Scan Client to:

IC:RUsers‘Lalexeys\,ﬂppﬂal‘d\Lml\Eunﬁnnit\ﬂunﬁrm'rt Scan Client),

Back Next Cancel

5. Start the Installation by pressing the Install button.
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¢ Confirmit Scan Client Setup - X

Ready to install Confirmit Scan Client ,

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

6. Press Finish to exit the Setup Wizard when the installation process finishes and the picture shown below is
displayed.
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¥ Confirmit Scan Client Setup - X
Completed the Confirmit Scan Client
Setup Wizard
-
by «‘\ - PN 'S ) Click the Finish button to exit the Setup Wizard
ot V€
>
6 /
& <
<o
Y
N\ ® «\F
A ‘\ o
o\
-~
Back Finish Cancel

5.3 Test the Client Installation

1. On the client machine, check the Program Menu.
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Calculator

Calendar

N EE

CMake

Confirmit Scan Client

‘3’ Design 6

-
_"‘_8 LogIn6

G’q Read 6
-
@ Connect

D

B oo

2. Run Confirmit Scan Login from the Program Menu > Confirmit Scan > Log In 6 to test the installation using

the default root/root account.

£ Confirmit Scan Login @ 127.0.0.1

@{ﬂ) MName: ‘ root

Password:

Login

Cancel

—34 -



Confirmit Confidential Confirmit Horizons v2020 Scan Installation Guide

6 Supplemental Software

6.1 Captiva PixTools 8.6 Scanner Drivers

OpenText provides Image and Scanner Interface Specification scanner drivers for most available paper image
scanners. OpenText is constantly designing new scanner drivers according to market needs and scanner vendor
interests. Furthermore, because Image and Scanner Interface Specification is an open specification, other companies
develop Image and Scanner Interface Specification scanner drivers.

6.2 Install Confirmit PixTools 8.6 SP2 Bundle

1. Run the PixTools86Bundle.exe file (requires Administrative privileges) on the client PC connected to a
scanner (to the scanner station).

| #) Confirmit PixTools 8.6 SP2 Bundle Setup - X |

@ Confirmit PixTools 8.6 SP2 Bundle

CONFIRMIT SCAN LICENCE AGREEMENT A

This Licence Agreement is a legal agreement between you (either an individual
or a single entity) and Confirmit Ltd. for the Confirmit Ltd. software product
identified above, which includes computer software and associated media and
printed materials, and may include online or electronic documentation and any
software updates (SOFTWARE PRODUCT or SOFTWARE). By installing,

roanvinn ar athanarica nicinn tha SOETWARE PRNANIICT voir anraa ta ha haund

[411 agree to the license terms and conditions

Options 9 Install Close

2. The PixTools 8.6 drivers kit provides its own version of the Microsoft runtime software. Press the Repair
button if this version is already installed on your PC (as shown below) or Install to update your system.
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o 4
@ Confirmit PixTools 8.6 SP2 Bundle
ﬂMicromft*.-’isualCH 2013 Redistributable (x86) - 12.0.30.. — > ‘
Setup M Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

Modify Setup

Processings

Eepair Uninstall Close

3. Press Close to finish the setup.

ﬁ‘ Confirmit PixTools 8.6 SP2 Bundie Setup = X ’

@ Confirmit PixTools 8.6 SP2 Bundle

Installation Successfully Completed

Close
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6.3 KADMOS RE 6 Recognition Kit

KADMOS RE 6 Recognition Kit provides runtimes and classifiers for both machine- and handwritten character
recognition.

1. Run the Kadmos6Setup.msi file on the server machine (requires Administrative privileges).

ﬂ Confirmit RE KADMOS 6 Runtime Setup - X

Welcome to the Confirmit RE KADMOS
6 Runtime Setup Wizard

L5
-~ 1
1.
' » it ol
= “‘\E“' N The Setup Wizard will install Confirmit RE KADMOS &
)u“ Runtime on your computer. Click Next to continue or Cancel
e to exit the Setup Wizard.
- <
< 5
ey
™~ Lo S < .
2\ - 'S
« N ’
a,

Back MNext Cancel

2. Accept the License Agreement and press Next.
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i Confirmit RE KADMOS 6 Runtime Setup - X

End-User License Agreement '
-

Please read the following license agreement carefully

CONFIRMIT SCAN LICENCE AGREEMENT A~

This Licence Agreement is a legal agreement between you (either an
individual or a single entity) and Confirmit Ltd. for the Confirmit Ltd. software
product identified above, which includes computer software and associated
media and printed materials, and may include online or electronic
documentation and any software updates (SOFTWARE PRODUCT or
SOFTWARE). By installing, copying, or otherwise using the SOFTWARE
PRODUCT, you agree to be bound by the terms of this Licence Agreement.
If you do not agree to the terms of this Licence Agreement, promptly return
the unused SOFTWARE PRODUCT for a full refund.

SNOFTWARF PRNNIICT | ICENCE ¥
[~]1 accept the terms in the License Agreement
Print Back Next Cancel

3. Itis not recommended to change the Destination Folder. Press Next.
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ﬂ Confirmit RE KADMOS 6 Runtime Setup — X
Destination Folder "
Click Next to install to the default folder or click Change to choose another. -

Install Confirmit RE KADMOS 6 Runtime to:

C:\BVScan',

Back Mext Cancel

4. Start the installation (requires Administrative privileges).
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ﬂ Confirmit RE KADMOS 6 Runtime Setup -

Ready to install Confirmit RE KADMOS 6 Runtime

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel

5.

Press Finish to finish the setup.
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ﬂ Confirmit RE KADMOS 6 Runtime Setup - X
Completed the Confirmit RE KADMOS 6
Runtime Setup Wizard
%
“ﬂ‘ - \ Click the Finish button to exit the Setup Wizard.
- ‘:\a“' -~
e
-7
& D
L
e
AN S «
n‘ = “l‘“
ot ’
.
Back Finish Cancel

IMPORTANT: This setup doesn’t include classifier files (over 5Gb in size); they should be copied to the

\BVScan\RE60 folder on the server machine manually.
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7 Appendix A. Recommendations

7.1 User ‘Everyone’: The Simplest Way To Assign User Privileges for
MQ
Due to:
e both the server and all client machines are on the local network in the same domain, and
e no customer data are being transmitted between clients and the server,

the simplest way to set up the client-server two-way transmission channel is to assign Full access to the ‘Everyone’
user for the Message Queue on both server (scanserver) and all client machines (scanclient). In the properly
configured local network environment it is impossible for an external malicious user either to intercept or to fake
Confirmit Scan 6 Message Queue control messages.

7.2 Switch Back To Legacy TCP/IP Transport Layer

The previous versions of the Scan software used TCP/IP network transport layer to manage communication between
the client(s) and the server. To switch back to the legacy TCP/IP transport layer stop the Confirmit Scan 6 service,
select Properties, then enter ‘tcp’ as the Start parameters, and finally start the service.

File Action \View Help
) MEc= Hrm »esnn
Services (Local) Name Confirmit Scan Server (Debug) Properties (Local Computer) X log On *
vt Capability Access Manager Service Genel s Local &
L eCon Dependences

& CaptureService_163b388 °9 - Local &
o Certificate Propagation Servics name ConfrmitScan Server Local S
L4 Client License Service (QipSVQ) Local S
-y : P Display nams Confirmat Scan Server (Debug)

vt Clipboard User Service_163b388 Local &
& ONG Key lsolation Descnpton Manages communication between the chent apps Local &
5 - and the Confimit Scan server 2
o COM + Event System Local S
&b COM+ Systern Application Path 1o executable Local &
i ConfigMgr Task Sequence Agent C\Project=\d SSERVERSD .exe Local &
w: Configuration Manager Remote Cj I local &
QConflrmi Scan Server (Debug) Startup type Manual alexeys
& Connected Devices Platform Seevid L local S
i Connected Devices Platform User § local &
L& Connected User Experiences and 7| Sanvice status Stopped local &
& ConsentUX_163b388 Local &
£ Contact Data_163b388 et . hise i Lol &
& CoreMessaging You can specfy the start paramedters thet apply when you start the service local &
s Credential Manager from here Llocal &
& Cryptograph i< Net

w: Cryptographic Services Staape - WOt
& Data Sharing Service Local &
< i : | )'
Extended A Standard oK l| Cancel
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8 Appendix B. Upgrade To Confirmit Scan 6

Confirmit Scan 6 can be installed and run side-by-side with any prevously installed legacy Scan system.

8.1 Known Issues
To be listed.
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